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EXHIBIT #1

Department Memorandum 05-06 “Bonding/Implementation of Corrections Management
System (CMS)”



March 4, 2005

DEPARTMENT MEMORANDUM NO. 05-06

SUBJECT: Bonding/Implementation of Corrections Management System (CMS)
RESCINDS Procedural Instruction 98-5 and 98-5A, entitled, “Bonding — General
Ordinance and Traffic Violations.” Annex J of Procedural Instruction
03-9, entitied, "Arrest Guidelines.” Department Memorandum No. 02-
22, entitled, Multiple Charges ~ BOOKEM System.
PURPOSE

To update bonding procedures due to the implementation of the Corrections
Management System (CMS) for persons who have been arrested for general
ordinance violations and/or traffic violations.

A.

TYPES OF BONDS AUTHCORIZED

Cash Bond

A cash bond is made by depositing the amount of money for the violation
involved as suggested by the Kansas City Municipal Division of the 16"
Judicial Circuit Court (Municipal Court). Bond may be deposited by the
principal or a surety.

Personal Checks/Payout Fines

Personal checks can only be written for “payout’ fines, however, starter
checks will not be accepted. Checks must be made payable to the “Clerk
of the Municipa! Court” in the exact amount of the payout fine. Valid
identification must be presented by the check writer in person and the
person’s social security number must be written legibly on the check for
accountability purposes. Personal checks can also be written by anyone,
including third parties, with proper identification and can be written with
out-of-state checks.

Money Order, Traveler's Check, Cashier's Check, Certified Check

The instrument must be made payable to the “Clerk of the Municipal
Court” in the exact amount of the bond.

Surety Bond by Qualified Bonding Companies

The Circuit Court furnishes the department with the list of qualified
bonding companies authorized to make bonds. Licensed agents of
qualified bonding companies may sign as surety for the release of a
prisoner.



Auto Club Bond (AAA, American Oil Club, etc.)

A current membership card be produced and will be either stapled
or, if unable to staple, placed small envelope and then stapled to the
bond receipt. The card will be 1 by the court until after the defendant’s
appearance. Bond may not be valid for certain charges as indicated on
the membership, i.e., driving while intoxicated, leaving the scene, failure to
appear bench warrants, etc.

Casualty Compar | |

An agent of the company must appear in person with the notarized power
of attorney for the company. The power of attorney is surrendered and
stapled to the bond receipt. A separate power of attorney is required for
each charge.

Priority Release Bond (PRF — PRS - PRM)

A priority release bond is used to release a person on his/her own
recognizance (ROR) without a cash deposit or other surety in
circumstances where such is ordinarily required. The person authorizing a
priority release bond is not a surety and will not sign as surety (See
Section I}, G).

DETERMINATION GUIDELINES

Officers have the discretion to permit signature bonds on GOS arrests,
with the following exceptions:

1. The arrestee refuses to sign the promise to appear on a GOS.

2. The arrestee has an outstanding warrant or has a prior record for
failure to appear.

3. The arrestee is charged with escape or aiding escape from the
Municipal Correctional Institution.

4. There is substantial likelihood that the offense would continue, or
persons or property would be endangered, if a summons were
issued without bond.

5. The aggravated circumstances of the offense or some other
material factor, i.e., arrestee gives false information to police,
increases the likelihood that the arrestee will fail to appear on
written promise.

6. The arrestee is under the influence of intoxicating drugs or alcohol,
unless the party can be released to a responsible adult.
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7. The arrestee is charged with domestic violence.
8. The arrestee’s identity is in doubt.

Persons arrested for traffic violations will be required to post bond when
the violation involved the following:

1. Operating a motor vehicle under the influence of intoxicating liquor
or drugs, or permitting another to operate said motor vehicle while
under such influence.

2. Leaving the scene of an accident. Exception: An on-duty Kansas
City Area Transportation Authority bus driver may be released on a
sighature bond when issued a Uniform Traffic Ticket (UTT) for
leaving the scene of a non-injury vehicular accident.

3. Driving with a suspended or revoked driver's license.

4. Fleeing or attempting to elude an officer.

5. Operator refuses to sign the UTT.

6. Operator's identity is in doubt and/or operator gives false
information.
7. The operator has an outstanding warrant. The officer may use

discretion, depending on the circumstances.

Any juvenile at least -~ 2en and one-half years of age, who is alleged to
have violated a non-felony state or municipal traffic ordinance will be
treated in court as an adult traffic violator. He/she will be released on a
signature bond, as outlined in this directive. In all other cases involving
juveniles, refer to Procedural Instruction entitled, “Juvenile Apprehension
Procedures.”

A drivers license will not be accepted in lieu of bond.

Arrested persons who are required to post bond will be transported or
escorted to a patrol division station. Detention personnel at the station will
ensure that arrestees are given at least four hours to post bond before
they are transferred to the Detention Unit. If the four-hour period elapses,
the desk sergeant may extend the period doing so will enable the
arrestee to make bond. This policy will be followed except in the following
circumstances, which will require the arrest be transported to the
Detention Unit.



Persons arrested for the following city ordinance violations will be
transferred directly to the Detention Unit, at Headquarters, for
processing:

a.

Carrying or concealing a handgun or long gun. (The
Fingerprint Identification Section will determine if fingerprints
will be taken.)

NOTE: This pertains to individuals not authorized by State
Statute to carry a concealed weapon.

When it is the person’s first time offense for promoting
prostitution, or agreeing to or performing an act of
prostitution.

(1)  These arrests may be transported to a patro! division
where they wiil be booked in, their property recovered
and packaged, and then transported to Headquarters
Detention Unit where they will be fingerprinted.

(2)  If a person has previously been arrested for one of
these offenses, and a full set of their fingerprints are
on file, that person will be transported to a patrol
division where they will be booked according to
Procedural Instruction entitied, “Arrest Guidelines.”

NOTE: A full set of fingerprints are not required
for male and female solicitors arrested
during decoy operations. They will,
however, be booked according to
Procedural Instruction entitled, “Arrest
Guidelines.”

(3) Persons arrested on sex offense sti : charges will be
transported to Headquarters Detention Unit where
they will be booked and, fingerprinted according to
Procedural Instruction entitled, “Arrest Guidelines.”

Obstructing and resisting arrest.

Stealing, if the person has three prior convictions for
stealing, or the value of properly stolen is in excess of
$150.00.

NOTE: Notify the Fraud Unit prior to transporting the arrest,
or the Violent Crimes Supervisor when the Fraud
Unit is unavailable.



*G.

2. Arrestees who become extremely belligerent or refuse to give the
necessary information for proper booking may be transferred to
Headquarters Detention Unit at the desk sergeant’s discretion. The
desk sergeant will notify the Detention Unit supervisor prior to
transporting.

3. Arrestees who claim or appear to be ill or injured will be transferred
to a medical facility for examination. (Refer to Procedural
Instructions entitled, “Ambulance Calls and Arrests Taken to
Hospitals” and “Arrest Guidelines”.)

4. If there is no likelihood of the it making bond within the four
hour period, the arrestee will be transferred to Headquarters
Detention Unit if >lding the arrest at the patrol division will cause
the person to miss the morning hold over docket.

* NOTE: The arrestee must be received at Headquarters Detention
Unit prior to 0500 hours if they are to be placed on the
0800 video arraignment court docket. The arrestee must
also be transferred to Headquarters prior to 0100, 0700,
1100, and 1700 Hurs if they are to receive a meal.

if positive identification of the arrestee cannot be established due to lack
of any identification material, the identification material presented is
determined to be false, or cannot be confirmed via computer data, the
arrestee will be transported to a patrol division station and booked on the
identification provided by the arrestee. A fingerprint will be obtained and
faxed to the Fingerprint Identification Unit with a copy of the charges. The
arrestee will be held the patrol division station until positive identification
is confirmed by the Fingerprint |dentification Unit. The arrestee will only
be transported directly to the Headquarters Detention Unit when criteria
set forth in Section I, E.«  is policy have been met.

“NOTE: If a fax machine with an adjustable resolution is used to fax

the fingerprint to the Identification Unit, the superfine
resolution will be used.

Priority Release of Arrests

1. A person in custody for a municipal charge on a GOS/UTT may be

priority released (released on s 1ature) when that person has
pending state/federal charges or psychological/medical care is
requested or required. When priority releasing an arrest, the
following procedures should be followed:

a. The court date will be written in the space designated for the
court date on any GOS/UTT that is issued.
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b. The reason for a priority release will be written in re directly
on the GOS/UTT. The following three (3) reasons may be
utilized for a priority release:

(1)  Priority Release for State Charges (ROR-PRS).
(2)  Priority Release for Federal Charges (ROR-PRF).

(3) Priority Release for Required Medical or
Psychological Treatment (ROR-PRM).

Persons in custody for  city warrant issued by Kansas City,
Missouri may be priority released (released on signature) only
when requesting medical attention. Additionally, Headquarters
Detention Unit commander, or designee, may priority release an
arrest for extenuating circumstances. Generally, domestic violence
arrests will not be priority released. If a domestic violence arrest is
priority released, Headquarters Detention Unit personnel will notify
the Domestic Violence Section. When priority releasing an arrest
for a city warrant, the following procedure should be followed:

a. The court date(s) will be written in the space designated for
the court date(s) on the Municipal Warrant Booking Record
that is issued.

b. The reason for a priority release will be written in red directly
on the lunicipal Warrant Booking Record. The following
three (3) reasons may be utilized for a priority release:

(1)  Priority Release for Required Medical or
Psychological Treatment (ROR-PRM).

(2) Priority Release by Detention Unit commander, or
designee, due to extenuating circumstances, i.e.,
overcrowding, arrest is not a repeat offender, etc.
(ROR-SIG).

(3)  Letter of Incarceration (ROR-LOI).

c. An arrest will not be booked on city warrant(s) when an
arrest | ending state/federal charges. The state/federal
charge 2 precedence over city warrant(s).

The following officials may authorize the release, on signature
recognizance (ROR) in lieu of the cash bond, of arrestees detained for
bond on general ordinance or traffic violations only. This does not apply to
warrants or domestic violence incidents.



1. Any municipal judge.

2. The city prosecutor.

3. The department general counsel.

4. Commanding officers.

5. Patrol Division desk sergeants.

6. Detention Unit supervisor.

NOTE: ;Il'lheese;me procedures will be followed as stated in Section

l. The following officials may authorize an earlier release of an arrest on
domestic violence incidents.

1. Any municipal/associate circuit court judge.

2. The city/state prosecutor.

3. The Domestic Violence Section supervisor or designee.

NOTE: Theesame procedures will be followed as stated in Section
M, G, 1.

V. PROCEDURE
*A. Bond Receipt Packet

*1. The bond receipt packet is used for all types of bonds for the
Municipal Court. The bond receipt packet consists of the bond
receipt, stapled to the outside of a coin envelope containing the
currency, coin, or check used to make bond. Multiple bond receipts
may be stapled to a single coin envelope when an arrestee is
making bond on multiple charges.

a. One receipt packet will be used for each charge (i.e., UTT,
GOS, Municipal Warrant Booking Record.)

*b. Payout warrants will be completed on a fine receipt packet.
Each payout warrant will require a separate fine receipt
packet

*c. Bond/fine receipt packets will be distributed as follows:



*2.

(1) A bond/fine receipt is given to the surety.
(2) A bond/fine receipt is given to the arrestee.

(3)  Two(2) copies of the bond/fine receipt and the money
envelope are delivered to the Municipal Court.

*NQOTE: No corrections will be made on the bond/fine
receipt packet. If a mistake occurs, the
bond/fine receipt packet will be marked “VOID”
and approved by the supervisor in charge. The
voided receipt will be forwarded to the
municipal courts. A new bond/fine receipt
packet wili be prepared.

The member receiving the bond and completing the receipt will
enter the bond receipt number in the space provided on the GOS or
Municipal Warrant Booking Record.

The member receiving the bond will require the principal and
surety, if applicable, to sign the electronic signature pad within the
Corrections Management System (CMS), for the bond receipt
packet before giving the bond receipt to the surety.

A second party may post a cash bond only, for a defendant named
in a municipal parking violation warrant, when that defendant is not
in custody or is unable to be present to post bond. The identity of
the second party will be verified by some form of identification. The
second party will be instructed to sign his/her name in the
“Signature of Depositor” portion of the CMS.

A copy of the bond/fine receipt will be provided to the arrestee in all
cases for notification purposes regarding court date and court room
information.

A bond/fine receipt packet will be used when a violator is arrested
on an Execution and Commitment Order (E&C) or Probation/Parole
Violation (PV) and a fine payment or bond is required. The money
will be deposited with the other bond monies. The bond/fine receipt
packet will be distributed as follows:

a. A bond/fine receipt is given to the person paying the
balance.

b. A bond/fine receipt is given to the arrestee.

C. Two (2) copies of the bond/fine receipt are delivered to the

Municipal Court.



*B. Posting B« | on Percent/Secured

Ten percent of the posted bc ~ will : made by the arrestee (or another
person on the arrestee’s ehe

1.

*1.

If the bond states that a )% deposit may e posted, the arrestee
will be required to post a bond in the amount equal to 10% of the
amountontl bond.

If the warrant or court order requires a secured bond, the arrestee
must post an amount equal to the bond through @ :alified bonding
company.

The Bond Ledger Sheet contains the same information as the bond
receipt packet. The Bond Ledger Sheet, generated by CMS, is
available within the IS system in the Crystal Reports option of
the CMS Browser.

The Bond Ledger Sheet automatically tracks bonds on a 24-hour
basis, from 0600 hours to 0600 Hurs the following day. A separate
Bond Ledaer Sheet is maintained for fines, Kansas City  inicipal
bonds, ar outside city and state bonds. A separate bond
numbering system is utilized on each Bond Ledger Sheet. The
bond receipt packets for each day will be placed with the Boi
Ledger Sheet and delivered to the Municipal Court.

When a cash bond/fine is made or money is received from an
Execution and Commitment Order (E&C) or Probation/Parole
Violation (PV), 1e money of the bond/fine receipt packet will be
kept in a secure place.

ey, to ensure
it of the CMS

> money in an

ite designator,

written on the
envelope which will be placed in a secure place
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and date the bottom of the Bond Ledger Sheet. The Bond Ledger
Sheet will be delivered to the Municipal Court.

Copies of the Bond Ledger Sheet(s) will be maintained
electronically in the CMS system for at least 25 years.

Each element accepting bond will have its own bank deposit slips
with one of the following designators: HQ, CPD, MPD, EPD, NPD,
SCPD (Shoal Creek Patrol Division), SPD.

Each deposit slip consists of three parts as follows:

Original (white) - to bank
First Copy (pink) - retained at station
Second Copy (yellow) - to court

Each day, the Watch Il desk sergeant or Watch [l detention facility
officer will complete the deposit slip as follows:

a. Date — Date of deposit.

b. Currency — Sum of paper money.
All paper money will be totaled, grouped in denomination
order with each bill facing the same direction, and bundied

together. Tl total of the currency and the appropriate
designator wi @ placed on the bundle.

C. Coin — Sum of coins.
All coins will be totaled, separated by denomination, placed

in envelopes, and sealed. The total will be written on the
front of the envelope with the appropriate designator.

d. Checks.
Money orders, traveler's checks, cashier's checks, certified

checks, and personal checks will be listed separately and
stamped with the current issue Municipal Court bank deposit

stamp.
e. Total — Sum of “Currency,” “Coin,” and “Checks.”
f. Total items

10



Collective number of items being deposited, i.e., currency
counts as one, all coins count as one, al re checks count
as five; therefore, total items would be seven.

Net Deposit — Sum of “Currency,” “Coin,” and “Checks.”

and bonding information.

3s and bonding information

es and bonding information

enty-four hour period.

Bond Ledger Sheet equals

sit slip are placed in an
pe the element designator,
int's initials, and seal the
siope will be placed in an
1 to the bank, designated by
s, Monday through Friday

il ensure the bond receipt

)e marked “Municipal Court”
Wi vhsuie uiey wie wenverow W Window No. 1, Bonds, by
1000 hours.

|VIU|IIL/|}JQ| ALV AV )N

New Year's Day

Martin Luther King, Jr.’s Birthday
President's Day

Memorial Day

Independence Day
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Labor Day
Columbus Day
Veteran's Day
Thanksgiving Day
Christmas Day

3. The following will be delivered in an approved bank bag to the
department’s designated bank.

a. All currency, coins, and checks (stamped with the curn
issue Municipal Cou  ank deposit stamp).
b. A deposit: p completed by the desk sergeant.
4. The officer delivering the bank bag will watch the teller count the
money.

*a. If the amount of money in the | 1k bag does not equal the
net deposit on the deposit slip, the officer will immediately
return all the bond aperwork and monies ) the station and
inform the desk sergeant who completed the deposit slip.

i The desk sergeant will immediately review the bonding
information to locate the error, make the necessary
corrections, and complete a new deposit slip.

5. If the ank teller agrees with the amount shown on the deposit slip,

or after the error is corrected and the bank teller has agreed, the
following steps will be taken:

a.

*b.

The original (white) copy of the deposit sl will remain with
the bank teller.

The first pink copy will be returned to the original element
making the deposit to be maintained on file for at least 25
years.

The second yellow copy will immediately be delivered to
Municipal Court with:

(1) A printed copy of the Bond Ledger Sheet(s) from the
CMS system

12



(2)  The bond receipts iisted on the Bond Ledger Sheef(s)

(3) - Al  paperwork received for Execution and
Commitment Orders and Probation/Parole Violations

V. BONDING - OUTSIDE AGENCY REC!PROCAL BONDING

A.

Kansas City, Missouri Warrants:

When an outside law enforcement agency within the state of Missouri
detains a person on a warrant issued by the Kansas City, Missouri
Municipal Court:

1.

The outside agency will contact Warrant Services, Records Section,
by phone and verify the warrant for the subject in custody.

When an outside agency accepts bond, the agency will make a
check payable to “Clerk of the Municipal Court” and mail it to the
following address:

Clerk of the Municipal Court
1101 Locust
Kansas City, Missouri 64106

When a bonding company is utilized, it must | on an approved
Jackson County Circuit Court bonding list.

Warrant Services will be responsible for the following:

a. After verifying the warrant for the outside agency and after
being advised by teletype the subject will be making bond,
the warrant will be canceled in the ALERT |l computer
system.

b. A court date and time will be given to the outside agency so
the subject arrested is advised when to appear.

C. An Outside Recognizance, Form 67 P.D., will be completed
and forwarded to the Municipal Court.

d. When the warrant is verified as an original warrant, an
Qutside Recognizance, Form 67 P.D., will not be completed.
The original warrant will be pulled and routed per present
procedures. A notation will be made in the signature block
of the original warrant that an outside bond was made.

When an arrest is unable to make bond, the outside law
enforcement agency should notify the appropriate division station.

13



The desk sergeant will consider the division’s current manpower
status and the gravity of the warrant to determine if the subject will
be release or ftransported to Kansas City, Missouri. The
Communications Unit will then dispatch a vehicle to transport the
arrest to the appropriate detention facility.  1e transporting officer
will secure the prisoner's personal property as directed by
Procedural Instruction entitled, “Prisoner's Personal Property
Procedure.”

The patrol division designated to respond to area taw enforcement
agencies are as follows:

North Patrol Division - Gladstone Police Department
*Missouri State Highway Patrol
(Platte County)
Northmoor Police Department
Oakview Police Department
Parkville Police Department
Platte City Police Department
*Platte County Sheriff's
Department
Platte Woods Police Department
Riverside Police Department
Smithville Police Department
*MOSHP - Gaming Commission
at Argosy Casino

* Shoal Creek Patro!l Division - Avondale Police Department
Claycomo Police Department
*Clay County Sheriffs Department
Excelsior Springs Police
Department
Kearney Police Department
Liberty Police Department
Missouri State Highway Patrol
(Clay County)
*MOSHP — Gaming Commission

at Ameristar

Pleasant Valley Police
Department
Randolph Police Department

South Patrol Division - Belton Police Department
Cass County Sheriff's Dept
Grandview Police Department
Harrisonville Police Department
Jackson County Sheriffs Dept
Lee's Summit Police Dept

14



Missouri State Highway Patrol
(Jackson-Cass County)

Central Patrol Division - North Kansas City Police
Department
*MOSHP -~ Gaming Commission
at Harrah's Casinp

Metro Patrol Division - Raytown Police Department
East Patrol Division - Blue Springs Police Dept

Independence Police Dept
Sugar Creek Police Dept

Warrants Outside Kansas City, Missouri:

When Kansas City, Missouri Police Department personnel detain persons
for outside municipal and state misdemeanor warrants issued by outside
law enforcement agencies:

1.

Persons will be given the opportunity to post bond. Bond may be
posted by the following:

a. Cash, money orders, cashier's checks, or certified checks.
Money Orders, cashier's checks, and certified checks must
be made payable to ti Board of Police Commissioners.
The bonds will be transferred to the Accounting Section by
patrol elements after 0800 hours each morning (except
weekends and holidays). :

b. An approved bonding company may be used if approved by
the outside agency where the warrant was originated. :

NOTE:. Outside agencies will determine which form of
payment will be received for cutside bonds.

if the subject desires to post bond, detention facility officers will
contact, by telephone or teletype message, the agency entering the
warrant in the computer. Information needed to complete the
Outside Warrant Bond Receipt packet and the Outside Bond
Receipt Ledger, will be requested, along with approvai of any
bonding company utilized.

NOTE: Do not fax messages or request information be faxed.
Information cannot be tracked if it is faxed.

The listed steps will be followed when a bonding company is u: 1.

15



DISTRIE

C

The Outside Warrant Bond Receipt, will be given to the individual if
the individual is posting bond, or to the Bonding Agent who is
posting the bond. A copy of the receipt in a white envelope will be
forwarded to the Accounting Section.

Once the individual has posted bond or paid their payout fine, the
detention facility officer will send a teletype message to the agency
that entered the warrant so they can remove the warrant
information from their computer.

James D. Corwin
Chief of Police

All Personnel
All Department Elements
Post on bulletin boards for two weeks.
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EXHIBIT #2

PPBM 260 “Employee Guidelines — Computer Use and Security”









*|

*J.

Only the Information Technology Division or its designee will install
hardware/software on di¢ artment computers, with the exception of those
elemer , which have an authorized network administrator.

The Information Technology Division is responsibie for granting and monitoring
access department computer systems by issuing each department member a
User ID. Members are prohibited from using any User ID whit is assigned to
another person. Members needing assistance acquiring User ID and/or password
are directed to cor 1c! 1e Computer Help Desk.

Members may not alter or copy a file belonging to another user uniess they need
to access those files in the performance of their duties.

Members may not use the department computer systems to invade the privacy of
other department members by unnecessarily reviewing their f ;  1d e-mail.

Members will not interfere wi  or disrupt any department computer system,
Internet user, program, or equipment. Disruptions include but are not limited to
propagation of computer worms, viruses, or other debilitating programs, and
using the department cornputer system to make unauthorized el y to any other
machine accessible via the computer system or Internet.

Each member is responsible for taking reasonable precautions to avoid
introducing viruses, v.ms and malware to department computer systems and
notifying the Computer Help Desk if a virus has been introduced to the network.

Files saved ) the Public Drive (P:\Public Drive) on the network should 2 backed
up. Anyone on the network has access to that drive and has the ability to delete
the files located on that drive.

No unauthorized equipment will e attached to the network.

e Department reserves the right to access, view and copy any u. 's electronic
communications messages, files, data, correspondence, log files, etc. created by
or stored on a Department owned electronic communication system or device.
The Department reserves the right to use the data and/or content for any
purpose.



i ANNEXES

INI Department Owned Computer Equipment
Software and Hardware Usage A-1
Damaged Computer Equipment A-2

NNI B nail Usage
General Guidelines B-1, B-2

C Internet Usage
General Guidelines C-1

James D. Corwin
Chief of Police

Adopted by the Board of Police Commissioners this day of , 2010.

Mark C. Thompson
President

DISTRIBUTIO All Department Personnel
Post on Bulletin Boards for two weeks
Public View Master index -~ Internet
Department Master Index - intranet



EXHIBIT #3

MULES Policies and Procedures Manual



NUJlI

Supplement to the CJIS Security Policy and NCIC Operating Manual

Revision 12/10



Local :ncy Security Officer

Every Temminal Agency Administrator (TAA) shall appoint Local Agency Security Officer (LASO) for
security related matters. The agency must provide the CSA with an appointment letter on company
letterhead that contains the signature of the TAA and LASO. The LASO for an agency may also serve as
TAC or TAA,

Mobile Access Devices - MDTs, MCDs, Laptop Computers

Mobile devices must be secured or positioned to prevent viewing by unauthorized personnel.
When such a device is unattended, using a password protected screen saver, the Windows “Lock
Computer” function, or a CAD equivalent is necessary.

" iter Center Personnel

Personnel employed in a computer center must be screened by nationwide background check utilizing
fingerprints. Refer to the Operator Access portion of this section for further details on background checks.

Non-operators with -“—-scorted access

Employees of an agency or computer center who are not certified operators, but have unescorted
access to system devices or data storage areas, must undergo a background screening utilizing
fingerprints. One example would be after-hours custodial staff that arrives after all certified
operators have gone for the day.

Non-operators with escorted access

A certified operator may escort non-operator employees and visitors to the computer center. All
visitors to the computer center must sign a visitor log. If visitors or uncertified empioyees or
contractors are under the direct supervision of a certified operator while they are present, a
background screening is not required.

Employees who have provided notificaticn of their decision to resign, or who are the subject of
disciplinary action of any kind, may present a special risk situation. The TAA should consider reviewing
the access privileges of such employees.

curity Incidents

A security incident is the act of violating an explicit or implicit security policy. All security incidents,
whether actual or suspected, must immediately be reported to the ISD Cali Center at 800-877-2897. A
security incident may consist of an employee intentionally or unintentionally releasing protected
information, the discovery of unauthorized access, or infection of a system device with malicious
software. Security incidents may include, but are not limited to:

e Attempts, failed or successful, to gain unauthorized access to a system or its data

* Unwanted disruption or denial of service

e Unauthorized use of the system for processing or storage of data

¢ Changes to system hardware, firmware, or software without the owner’s knowledge or consent

The CSA reserves the right to reduce or revoke the access of any operator suspected of misuse of the
CJIS network.
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EXHIBIT #4

CJIS Security Policy



U. S. Departmeut of Justice
Federa! Bureau of Investigation

Criminal Justice Information Services Division

| ce Informatio  rvices (
Security Policy

Version 5.0
2/09/2011

CJISD-ITS-DOC-08140-5.0

Prepared by:
CJIS Information Security Officer

Approved by:
CJIS Advisory Policy Board



5.9.1.6  onitoring Physical Access

The agency shall monitor physical access to the information system to detect and respond to
physical security incidents.

5.9.1.7 Visitor Control

The agency shall control physical access by authenticating visitors before authorizing escorted
access to the physically secure location (except for those arcas designated as publicly accessible).
The agency shall escort visitors at all times and monitor visitor activity.

5.9.1.8 Access Records

The agency shall maintain visitor access records to the physically secure location (except for
those areas officially designated as publicly accessible) that includes:

1. Name and agency of the visitor.
Signature of the visitor.

Form of identification.

Date of access.

Time of entry and departure.

Purpose of visit.

NS RN

Name and agency of person visited.

The visitor access records shall be maintained for a minimum of one year. Designated officials
within the agency shall review the visitor access records frequently for accuracy and
completeness.

5.9.1.9 Delivery and Removal

The agency shall authorize and control information system-related items entering and exiting the
physically secure locatjon.

5.9.2 Controlled Area

[f an agency cannot meet all of the controls required for establishing a physically secure location,
but has an operational need to access or store CJI, the agency shall designate an area, a room, or
a storage container, as a “controlled area” for the purpose of day-to-day CJI access or storage.
The agency shall, at a minimum:

1. Limit access to the controlled arca during CJI processing times to only those personne)
authorized by the agency to access or view CJIL.

~ T 1ot . p PR 1 ‘s i

4. Follow the encryption requirements found in section 5.10.1.2 for electronic storage (i.e.
data “at rest”) of CJIL.
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EXHIBIT #6

Chart of CPD OCC Complaints by Findings









June 7, 1995
EA Mt RANDUM i

3JECT: Vacation Schedulir - ol Divisions

In order to assure adequate staffing leveis at each patrol division, the following

leave policy is hereby established.

1.

Vacation requests submitted on or before February 15th will be approved on the
basis of law enforcement seniority with department. The last date of
appointment as a law enforcement officer will be used in cases of reappointment.

Vacation requests submitted after February 15th will be granted as e schedule
permits, on a first come basis.

In cases where more than one vacation is requested, the Application for Leave,
Form #1 P.D. should be marked to indicate which is the officer’s first choice.
(Seniority (as referred to above) wili apply only to the first choice.

Sergeants’ vacation requests will be reviewed by the assistant division
commanders who will approve them based on the supervisory requirements «
the watch.

in the event an officer transfers into a different watch or division with a
previously approved vacation request, every effort will be made to honor that
request. However, vacation requests aiready scheduled by personnei at the
new assignment will take precedence. This shall apply regardless of t| nature
of transfer.

Vacation days which are unscheduled as of October 1st will be assigned by the
respective desk sergeant with the approvai of the assistant division commander,

Recognizing that unusual and/or emergency situations may arise, division
commanders may deviate from this policy if necessary. However, these
exceptions must be approved by the division commander and the documentation
retained in file for auditing purposes for a period of five years.

Deputy Chief Stephen R. Staffer
Commander
Patrol Bureau

DISTRIBUTION:  All Patrol Bureau Personnel

All Department Elements









EXHIBIT #9

( art of CPD Watch-II Weekday vs Weekend Staffing






EXHIBIT #10

Chart of CPD Watch-III Weekday vs Weekend Staffing






EXHIBIT #11

Auditee’s Response Memorandum



MEMORANDUM
December 14, 2012

TO: Deputy Chief Cheryl Rose, Commander, Patrol Bureau
FROM: Major Wayne Stewart, Commander, Central Patrol Division

SUBJECT: RESPONSE TO AUDIT

Central Patrol received the audit findings conducted in July. | was contacted by
Manager Gee last week requesting a response to the audit.

The audit had three recommendations, one of which is not in the control of Central
address the remaining two. | attach the cover letter.

n was 1ecommended the camera to the property room be pointed at the property i}
That was done. Recommend CPD keep copies of rejected property slips for our own
purpose. That has not been done. The audit revealed the return rate was low and there
were no trends.

It was also recommended CPD continue to monitor OCCs. That is in place.

Clnae. bonand ds He Jdinns frdh Unihfor
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